In this study, we propose a complete architecture based on digital watermarking techniques to solve the issue of copyright protection and authentication for digital contents. We apply visible and semi-fragile watermarks as dual watermarks where visible watermarking is used to establish the copyright protection and semi-fragile watermarking authenticates and verifies the innegrity of the watermarked image. In order to get the best tradeoff between the embedding energy of watermark and the perceptual translucence for visible watermark, the composite coefficients using global and local characteristics of the host and watermark images in the discrete wavelet transform (DWT) domain is considered with Human Vision System (HVS) models. To achieve the optimum noise reduction of the visibility thresholds for HVS in DWT domain, the contrast-sensitive function (CSF) and noise visible function (NVF) of perceptual model is applied which characterizes the global and local image properties and identifies texture and edge regions to determine the optimal watermark locations and strength at the watermark embedding stage. In addition, the perceptual weights according to the basis function amplitudes of DWT coefficients is fine tuned for the best quality of perceptual translucence in the design of the proposed watermarking algorithm. Furthermore, the semi-fragile watermark can detect and localize malicious attack effectively yet tolerate mild modifications such as JPEG compression and channel additive white Gaussian noise (AWGN). From the experimental results, our proposed technique not only improves the PSNR values and visual quality than other algorithms but also preserves the visibility of the watermark visible under various signal processing and advanced image recovery attacks.
Introduction
We are now in an era of knowledge-based economy. At the core of such an economy, intellectual property becomes the critical issue we concerned. Intellectual property acts like real property and surrounds us in nearly everything we do. Books, music, digital multimedia, and any kind of arts actually belong to the authors who made it, and the authors have the rights to restrict access to intellectual property [1] .
Because of the advantages of digital media and rapid development of digital signal processing, a variety of multimedia contents have been digitalized and easily distributed or duplicated without any reduction in quality through both authorized and unauthorized distribution channels. Digital watermarking [2] has been extensively studied and regarded as a potentially effective means for protecting copyright of digital media in recent years, Visible watermarking schemes protect copyrights in a more active method. They not only prevent pirates but also recognize copyright of multimedia data. Digital contents embedded with visible watermarks will overlay recognizable but unobtrusive copyrights patterns identifying its ownership. Therefore, a useful visible watermarking technique should remain details of contents and ensure embedded patterns difficult or even impossible to be removed, and no one could use watermarked data illegally. Watermark removal, at a minimum, should be more costly and labor intensive than purchasing rights to use the digital data.
For content authentication and integrity verification, fragile (or semi-fragile) watermarks are used because they are fragile to certain alterations and modifications of the authenticated multimedia. Semi-fragile watermarks are more practical than fragile watermarks, since they are robust to some mild modifications such as JPEG compression and channel AWGN (additive white Gaussian noise) causing by exchange and storage but fragile to malicious attacks like image cropping which crops objects from a source and pastes them onto a target.
The goal of this paper is to propose a novel scheme for copyright protection and authentication of color images by using visible watermark and semi-fragile watermark with HVS models. For copyright protection, we present a differential visible watermarking algorithm based on noise reduction and HVS model to get the best tradeoff between the embedding energy of watermark and the perceptual translucence for visible watermark. The collaboration of CSF and NVF for HVS models is leveraged with the noise reduction of the visibility thresholds for HVS in DWT domain.
The perceptual weights is fine tuned for watermark embedding which results significant improvement over the watermarked images by CSF only algorithms regarding the image quality, translucence and robustness of the watermarking. For authentication and verifying the integrity of the watermarked images, we applied a semi-fragile watermark algorithm which can detect and localize malicious attack and the order of embedding is visible watermark first and semifragile watermark next.
The rest of this paper is organized as follows. Related works about visible watermarking and image authentication will be introduced briefly in Sect. 2. The details of the algorithm will be explained in Sect. 3. Section 4 will show the experiments results with discussion and conclusion is in The visible watermark adopted to establish the owner's right to the image and invisible watermark to check the intentional and unintentional tampering of the image. Chen [7] has proposed a visible watermarking mechanism to embed a gray level watermark into the host image based on the statistic approach by the standard deviation of blocks.
Hu and Kwong [8], [9] implemented an adaptive visible watermarking in the wavelet domain by using the truncated Gaussian function to approximate the effect of luminance masking for the image fusion. Based on image features, they first classify the host and watermark image pixels into different perceptual classes. Then, they use the classification information to guide pixel-wise watermark embedding. In high-pass subbands, they focus on image features, while in the low-pass subband, they use truncated Gaussian function to approximate the effect of luminance masking. Yong et al.
[10] also proposed a translucent digital watermark in the DWT domain and use error-correct code to improve the ability to anti-attack.
Each of above schemes wasn't devoted to better feature-based classification and the use of sophisticated visual masking models. Recently, Huang and Tang [3] presented a contrast sensitive visible watermarking scheme with the assistance of HVS. They first compute the CSF mask of the discrete wavelet transform domain. They later use square function to determine the mask weights for each subband. At last, they adjust the scaling and embedding factors based on the block classification with the texture sensitivity of the HVS for watermark embedding. However, their scheme doesn't consider the following issues:
1. The basis function of the wavelet transform plays an important role during the application of CSF for the HVS in the wavelet transform domain. 2. The embedding factors emphasize more weights in the low frequency domain instead of the medium-to-high frequency domain. 3. The interrelationship of block classification and the characteristics of the embedding location.
For the first issues, the direct application of CSF for the HVS in the wavelet transform domain needs to be further studied [11]-[13] while the basis function of the wavelet transform is a critical factor to affect the visibility of the noise in the DWT domain. For the second issue, the watermark embedding in the low frequency components results high degradation of the image fidelity. In addition, the high frequency components of the watermarked image easily suffer common image signal processing attacks with low robustness. For the third issue, the plane, edge and texture block classification in [3] is a genuine approach should the local and global characteristics of wavelet coefficients be further considered.
Image Authentication and Temper Detection
Semi-fragile watermarking schemes have been proposed to verify the integrity of digital contents and tolerate some degree of mild modifications such as JPEG compression and channel AWGN. Interested readers could refer [14] , [15] for latest development in this topic. Regarding the watermark embedding approach, the fragile (semi-fragile) watermarks can be embedded in the spatial domain or the transformed domain while the schemes embedding watermarks in the transformed domain offer a higher degree of robustness [2] . Recently, many semi-fragile methods are based on wavelet transform domain since it can resist a certain degree of attacks and have the spatial and frequency localization of digital data by the nature of multiresolution discrete wavelet decomposition. Kundur and Hatzinakos [16] proposed one of the first approaches to semi-fragile watermarking called telltale tamper proofing.
They embed a watermark in the discrete wavelet domain of the image by quantizing the corresponding coefficients. They also use a statistics-based tamper assessment function as measurement for tamper proofing and authentication. H.P. Alexandre et al. [17] proposed a novel technique for content authentication of digital images by quantizing wavelet packet coefficients and adopting characteristics of the human visual system to maximize the embedding weights for improving good imperceptibility of watermarked image. Hua Yuan and Xiao-Ping Zhang [18] proposed a semi-fragile watermarking method based on image modeling using the Gaussian mixture model (GMM) in the wavelet domain. They modify selected wavelet coefficients according to the GMM parameters obtained through an EM algorithm. Ding et al. [19] proposed a wavelet-based chaotic semi-fragile watermarking scheme based on chaotic map and odd-even quantization. Their scheme can detect and IEICE TRANS.
FUNDAMENTALS, VOL.E91-A, NO.6 JUNE 2008 localize malicious attacks with high peak signal-to-noise ratio (PSNR), while allowing more JPEG compression and channel additive white Gaussian noise (AWGN) tolerance. Since [19] is superior in resisting JPEG and AWGN attacks among other semi-fragile approaches, we further modify the scheme and integrate it into the proposed dual watermark approach which will be explained in the next section.
The Proposed Approach
The most important requirements in the visible watermarking scheme are the robustness and translucence, but unfortunately these are in confliction with each other. If we increase the energy of watermark to improve its robustness, the problem we get is perceptual translucence decreasing with less image fidelity and vice versa. Therefore, we have to decrease the energy of the watermark to get good perceptual translucence and the embedded watermark will still be robust to intentional or unintentional signal processing attacks. HVS (Human Visual System) is the key factor we have found in providing the good translucence of the watermarked image and a better robustness [3] . A lot of works have been devoted to understanding HVS and offering mathematical models of how humans see the world [12] , [20] . Psychovisual studies have shown that human vision has different sensitivity from various spatial frequencies (frequency subbands). Common HVS models are composed of image dependent or independent Just Noticeable Difference (JND) thresholds, so the HVS by using the contrast sensitive function (CSF) and noise visibility function (NVF) is integrated in this study and will be explained in brief as following.
CSF (Contrast Sensitive Function)
For watermarked images, there has been a need for good metrics for image quality that incorporates properties of the HVS. The visibility thresholds of visual signals are studied by psychovisual measurements to determine the thresholds. These measurements were performed on sinusoidal gratings with various spatial frequencies and orientations by given viewing conditions. The purpose of such study was to determine the contrast thresholds of gratings by the given frequency and orientation. Contrast as a measure of relative variation of luminance for periodic pattern such as a sinusoidal grating is given by the equation
where Lmax and Lmin are maximal and minimal luminance of a grating. Reciprocal values of contrast thresholds express the contrast sensitivity (CS), and Mannos and Sakrison [20] originally presented a model of the contrast sensitive function (CSF) for luminance (or grayscale) images is given as follows: 
NVF (Noise Visibility Function)
Many schemes embedded the watermark as random noise in the whole host image with the same strength regardless of the local properties of the host image, so the visible artifacts are easy taken placed at flat regions. S. Voloshynovskiy et al.
[11] presented a stochastic approach based on the computation of a NVF (Noise Visibility Function) that characterizes the local image properties and identifies texture and edge regions. Accordingly, when the local variance is small, the image is flat, and a large enough variance indicates the presence of edges or highly texture areas. Because human eyes are sensitive to changes in flat than edges regions of the image, ones can increase the energy of watermark in the edges and high textured areas of the image, and reducing it in smooth regions in similar peak-signal noise rate (PSNR). This allows us to determine the optimal watermark locations and strength for the watermark embedding stage. Therefore, this concept from NVF can be used to develop a simple image dependent HVS model. They developed three such NVF Functions and we adopt the NVF Function with Stationary GG (Generalized Gaussian) Model in this study. The formula is as following: Table 1 Basis function amplitudes for a five-level 9/7 DWT .
Detection Thresholds for DTW Coefficients
In order to further improve the HVS model for better image quality, the knowledge of detection thresholds for DWT coefficients should be also studied. 
Note: •u•E•vdenotes the floor function. Fig. 6 The flow chart of authentication and tamper detection algorithm approach . Fig. 7 NCTU logo. (7) Since the algorithm is designed to be semi-fragile watermarking scheme which would want to be robust to mild modifications in all cases, it is inevitable that we can not detect all malicious attack in pixel-wise. However, for practical cases such as removal visible watermark using neighbor pixels and image cropping which crops objects from a source and pastes them onto a target, the malicious attacks always be applied in a certain region in the watermarked image. That is to say, we assume tamper pixels are always continues. Therefore, for a certain tamper detection matrix element T (i,j), if the number of tampered neighboring element for T (i,j) is greater than a given threshold, we regard T (i, j) as a tampered one. The summary of such post-processing operation of tamper detection matrix is shown as following formula (16 To further compare the details from the watermarked images, Fig. 9 demonstrates some of close-ups for comparison. Figures 9(a) , (d), (g) are the close-ups from original images in Fig. 8. Figures 9(b) , (e), (h) are the close-ups from the watermarked images by using [3]'s method. Figures 9(c) , (f), (i) are the close-ups from the watermarked images by using the proposed technique. It is very clear that the watermark's edges and thin lines are blurred in those images by using the method of [3] . In addition, the watermark patterns in our proposed method still have sharp edge and the logo watermark is evidently embedded. For the text pattern, the text of character A in our results is with sharper edge than the ones in Figs. 9(b), (h) . Besides, the outlines in our results are clearer than those from method of [3]. for both methods while the compressed watermarked images are compared with the watermarked images (after(wn) column). However, the PSNR values are higher while the compressed watermarked images are compared with the original images by the proposed approach than by the method of [3] (after column). Therefore, this statistic indicates that the image quality of watermarked image before and after compressed is higher by the proposed approach than the method of [3] . To further investigate the effect of compression, the visual difference can be illustrated by the close-up comparison. Figure 10 shows the close-ups of original images. (c), (e), (f), (h), (i), the compressed images maintain the details of the logo pattern but the characters E, S, A of watermarked images by our proposed method are more apparent than those of watermarked images by the method of [3] . This observation is consistent with the claim of our discussion in Sect. 2 that the embedding factors in [3] emphasize more weights in the low frequency domain instead of the medium-to-high frequency domain while the high frequency components of the watermarked image easily suffer common image signal processing attacks like compression. Therefore, we can conclude that our proposed method is more robust than Huang and Tang's method by JPEG 2000 compression attack from above observation where the visibility of watermark is surely higher by the proposed approach. Fig. 12 shows the watermarked image in Fig. 12(a) , the mask used during the image inpainting attack in Fig. 12(b) and the recovered image in Fig. 12(c) . From  Fig. 12 , we have found that the image inpainting based watermark removal approach could not remove the watermark completely since the watermark outline are still existing and the detailed image content can not be fully reconstructed. Therefore, a better image recovery attack is needed for further comparison. Pei and Zeng [29] proposed another image recovery algorithm for removing visible watermarks which is simple, fast with less human intervention. The method mainly utilized independent component analysis (ICA) to separate host images from watermarked and reference images. The algorithm included three phases: watermarked area segmentation, reference image generation, and image recovery. In their experiments, five different visible watermarking methods [3]- [7] and three public domain images are tested. The experimental results showed that their algorithm can successfully removed the visible watermarks, and the algorithm itself is independent of both the adopted ICA approach and the visible watermarking method. Interested readers can refer [29] for detailed information.
In this study, we have implemented the method of [29] and tested several public images used in [29] for comparison. By applying the method of [29] to our proposed visible watermarking approach, Fig. 13 illustrates the results of the watermark removal attack where the logo patterns slightly disappear but still exist and the contours are recognizable in Figs. 13 (b), (d), (f). Besides, the watermark removal scheme in [29] can remove the watermark by the method in [3]- [7] but the proposed approach can resist such attack. We can conclude that the proposed visible scheme certainly outperforms the methods in [3]- [7] .
The robustness of a visible watermarking scheme mainly depends on how difficult or impossible it is to remove the embedded visible watermark patterns without exhaustive and costly user interventions. Even the results in Figs. 12 and 13 show that the proposed visible watermarking approach can resist the watermark removal attacks, we fully understand subsequent signal processing operations like equalization, sharpening or background blurring could completely remove the watermark eventually. Even the visible watermark will be removed completely, our dual watermark can still disclose the information about where the attacks occur and the tamper detection simulations are performed next.
Tamper Detection
To evaluate the validity of the proposed image authentica- Figure  14 and Fig. 15 For more serious attacks like watermark removal, we are also interested in the detection capability by the proposed approach. Figure 18 demonstrates the temper detection result. We can clearly see the tampered areas are labeled in Figs. 18(c), (f), (i) and reflected the evidence of tempering.
After the intensive performance comparison, the results of different attacks, visual quality analyses and temper detection demonstrate that the proposed multipurpose color image watermarking by using dual watermarks with HVS method is more robust with better image quality. In summary, we are convinced that the proposed complete architecture is a superior scheme among the referred published techniques.
Conclusion
A novel watermarking-based technique for copyright protection and authentication has been presented in this study.
In copyright protection, we propose a new visible watermarking technique where the intensity of the watermark in different regions of the image depends on the underlying content of the image and human sensitivity to spatial frequencies. dual watermarked images, we applied a semi-fragile watermark algorithm which can detect and localize malicious attack effectively yet tolerate mild modifications such as JPEG compression and channel additive white Gaussian noise (AWGN). In addition, the experimental results demonstrate the proposed visible watermarking scheme has achieved high PSNR values with better visual fidelity and robustness to attacks than other schemes and the semi-fragile watermarking scheme has the capability to verify the integrity of the images.
